SHUJAT AZIM
SECURITY ENGINEER | CLOUD, IDENTITY, DETECTION & AUTOMATION

Manama, Bahrain — open to relocation to London or San Francisco | +973 3341 9406 | azim.shujat@gmail.com

linkedin.com/in/shujatazim-cybersecurity | azimsahaab.com

PROFILE

Hands-on security engineer with 10+ years designing, building, and operating security controls in large, regulated, high-
consequence environments. Treats security as an engineering problem: infrastructure-as-code, automated detection and
response, and paved-road defaults that make the secure path the easy path. Deep across cloud and infrastructure security
(Azure, AWS), identity and Zero Trust (Entra ID, Conditional Access, PAM), and detection engineering on Microsoft Sentinel —
authoring KQL analytics, tuning detections, and automating triage and containment through SOAR playbooks. Leads incident
response end to end, from containment through root cause to the post-mortem that becomes a durable control change. Builds
daily with Al coding agents and is currently establishing the security and governance layer for agentic Al workloads in a regulated
banking platform. CISM-certified, M.Tech in Data Science, and equally comfortable reading code, reviewing an architecture, and
getting engineers to actually adopt a control.

TECHNICAL SKILLS

Cloud & Infrastructure Security: Azure; AWS; network segmentation (VNets, NSGs, hub-and-spoke); private connectivity and
ExpressRoute; Azure Application Gateway; WAF; Defender for Cloud; CSPM; workload protection; Key Vault; HSM and PKI;
hardening and secure baselines

Identity & Access: Entra ID; Conditional Access; MFA (FIDO2 security keys, OATH TOTP); RBAC; PAM and Azure PIM; least-
privilege and blast-radius reduction; Zero Trust architecture; Active Directory tiering (Tier 0/1/2); third-party and vendor
access review

Detection & Response Engineering: Microsoft Sentinel SIEM/SOAR — KQL analytics rules, detection tuning, automated triage
and response playbooks; Defender XDR; secure logging pipelines; incident response (containment, root-cause analysis, post-
mortem); SOC/MSSP operating models

Automation & Infrastructure as Code: Terraform; Ansible; PowerShell; Python; Bash; ARM and JSON templates; Azure Policy;
CI/CD pipeline security; configuration-drift elimination; Al coding agents used routinely to accelerate build work

Application & Product Security: Threat modelling; architecture and design review (HLD/LLD, data flows, trust boundaries,
failure modes); API security; SAST and SCA (Checkmarx); secrets management; artifact signing; secure build and repository
controls; DevSecOps

Data Protection: Microsoft Purview DLP/AIP; data classification; encryption and key lifecycle governance; HSM product
ownership

Al & Agent Security: GenAl and agentic-Al risk assessment; controls for unauthorized Al use, data leakage, prompt injection,
auditability, and human oversight; OWASP LLM Top 10; MITRE ATLAS; NIST Al RMF; PyRIT, Garak, Promptfoo

Assurance & Frameworks: ISO 27001; NIST CSF; CIS Controls; PCI DSS; SAMA-CSF; control baselines; vendor security
assessment and build-vs-buy evaluation; KPI/KRI reporting

EXPERIENCE

Cloud and Al Security Architect | International Turnkey Systems (ITS) 04/2026 - Present
Full-time | Manama, Bahrain | On-site | Regulated banking environment

e Design and implement core security controls across cloud, identity, API, and data layers of a regulated banking platform —
turning requirements into deployable patterns, hardened baselines, and reference implementations rather than documents.

o Engineer detection and response on Microsoft Sentinel: author KQL analytics rules, tune detections against real telemetry,
and automate triage and containment through SOAR playbooks wired into Defender XDR, Defender for Cloud, and Entra ID.

o Build identity and access controls with Entra ID and Conditional Access — policy design, phased rollout, privileged access,
and least-privilege models that reduce blast radius when a single credential, device, or workload is compromised.

e Threat model systems end to end — data flows, trust boundaries, and failure modes — and evaluate technical controls in
HLDs, LLDs, products, and third-party integrations before they reach production.
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Own vendor and tooling evaluation: assess third-party security posture before adoption, make build-vs-buy calls on security
infrastructure, and run access reviews for external software that teams will actually complete.

Build paved roads for delivery teams — secure defaults, control baselines, and implementation guidance for cloud,
Microsoft security, data protection, and emerging technology — so the secure option is the low-friction one.

Establish the security layer for agentic Al: risk-assessment and control processes covering unauthorized Al use, data
leakage, prompt injection, auditability, human oversight, and incident readiness for GenAl and agent workloads.

Build with Al coding agents daily: use agentic coding tools to accelerate control implementation, automation, and security
tooling work, while governing the risk those same agents introduce into the environment.

Drive adoption without authority: run architecture reviews and engineering workshops, communicate control trade-offs
plainly to both engineers and executives, and report posture, risk, and remediation progress through KPIs and KRls.

Security Architect | Unity Infotech — Client: Ahli United Bank (AUB) 07/2022 - 04/2026
Full-time | Manama, Bahrain | On-site | Tier-1 regional bank

Owned security engineering and design assurance for critical banking platforms spanning application, cloud, network,
identity, endpoint, data protection, and third-party integrations.

Implemented and operated the Microsoft security stack in production: Entra ID, Conditional Access, Defender XDR,
Sentinel, Purview DLP/AIP, Defender for Cloud, Key Vault, Azure Policy, WAF, and secure logging baselines.

Led incident response end to end — containment, root-cause analysis, and the post-mortem that converted each incident
into a durable control or detection change rather than a one-off fix.

Built reference architectures and control patterns — checklists, decision records, and implementation guidance for API
security, Microsoft security, and cloud controls — adopted as the default build patterns by delivery teams.

Ran threat modelling and technical risk assessment across HLDs, LLDs, data flows, and vendor solutions; drove prioritized
remediation directly with engineering owners instead of logging findings and walking away.

Served as product owner for HSM and Purview/AIP: key lifecycle governance, data classification, DLP policy engineering,
operational troubleshooting, and control-effectiveness validation.

Led third-party and SOC/MSSP assurance: security due diligence on vendors and outsourced operating models covering
data handling, access control, incident response, resilience, and evidence quality.

Built organizational buy-in for security: translated technical risk into decisions for engineering, risk, compliance, and vendor
teams, and became the trusted escalation point for security design questions across the bank.

Cloud Security & DevSecOps Engineer | Adobe 09/2019 - 04/2022

Designed and deployed secure multi-cloud architecture on Azure and AWS for Adobe Experience Manager environments:
identity, network segmentation, private connectivity, encryption, secrets management, logging, workload protection,
backup, resilience, and operational monitoring.

Automated secure delivery using Ansible, Python, Bash, and CI/CD practices — replacing manual, drift-prone build steps
with repeatable hardened deployments.

Led Azure ASM-to-ARM modernization across customer environments, applying hardening, governance, and operational-
readiness controls throughout the migration.

Ran security assessments on live customer environments, identified design and configuration risk, and communicated
prioritized findings, trade-offs, and remediation paths to technical and non-technical stakeholders.

Embedded security into customer delivery by partnering with enterprise architects and operations teams from technical
discovery through production deployment.

Cloud Security Engineer | Accenture 05/2018 - 08/2019

Deployed and hardened Azure infrastructure: virtual machines, load balancers, VNets, NSGs, and the associated network
and access controls.

Codified infrastructure with PowerShell and Terraform to make deployments consistent, reviewable, and scalable, and to
eliminate configuration drift.

Performed Azure security assessments, prioritized mitigations by actual risk, and implemented fixes alongside cloud and
operations teams.

Cloud Security Analyst | HCLISD 04/2016 - 03/2018
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e Executed on-premises-to-Azure migrations using Azure Site Recovery, applying migration, hardening, access, network, and
operational controls throughout.

¢ Implemented network protection: VNets, NSGs, ExpressRoute, Azure Application Gateway, and WAF for secure connectivity
and application delivery.

o Automated cloud operations with PowerShell and JSON templates for repeatable deployments and routine infrastructure
tasks.

PROJECTS

rag-injection-eval | Prompt-injection evaluation framework for RAG and LLM applications
Built from scratch | Private repository — available on request
e Designed and built an end-to-end evaluation framework for testing retrieval-augmented and LLM applications against
prompt injection, comprising a threat model, a structured payload taxonomy, and a scoring rubric for grading application and
model responses.
e Mapped evaluation output to NIST Al RMF and ISO/IEC 42001 controls so injection test results translate into auditable
assurance evidence rather than raw pass/fail output.

o Built for repeat execution against changing model, prompt, and retrieval configurations — making injection resistance a
measurable and regression-testable property rather than a one-off assessment.

CERTIFICATIONS

Security: Certified Information Security Manager (CISM), ISACA — granted 07/2026, cert. no. 263134322; Certificate of Cloud
Security Knowledge (CCSK), Cloud Security Alliance; Certified in Cybersecurity (CC), ISC2

Microsoft: Azure Security Engineer Associate (AZ-500); Azure DevOps Engineer Expert (AZ-400); Azure Administrator Associate
(AZ-104); Architecting Microsoft Azure Solutions (70-534)

EDUCATION

M.Tech, Data Science: BITS Pilani | 2019 - 2022 | Grade A+
B.Tech: Meerut Institute of Technology, UPTU | 2011 - 2015 | Grade A

ADDITIONAL

Languages: English — full professional proficiency; Hindi and Urdu — native/bilingual proficiency

Work authorization: Indian citizen based in Bahrain; requires visa sponsorship for the UK or US and is open to relocation to
either the London or San Francisco office

Writing & portfolio: Publishes on cloud security, Al and LLM security, and security architecture at azimsahaab.com and on
LinkedIn (linkedin.com/in/shujatazim-cybersecurity)
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